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ABSTRACT
The adoption of blockchain technology is emerging as a promising approach in managing
decentralized local energy markets (LEM). In this study we analyze the issues related to the
deployment of a blockchain-based LEM on devices as much as possible similar to modern smart
meters. The presented LEM is based on an automated market-making mechanism. Buying and
selling prices are dynamically determined by the amount of energy consumed and produced
within a local energy community. We implemented the market in a blockchain application based
on the Cosmos framework, which was deployed on embedded devices in a test pilot consisting
of 18 residential buildings in Southern Switzerland. The sustainability of the application was
investigated by analyzing the resources required by the blockchain to operate. The obtained
results show how the developed application uses a small part of the resources of the embedded
devices, approximately 100 MB for the memory usage and about 4% as regards the CPU. Thus,
while the application deployment on smart meters is still troublesome, especially for memory
requirements, the deployment at the data concentrator level is reasonable and feasible. Finally,
we propose possible improvements and extensions that can be implemented in future versions
of the presented solution.

1. Introduction
According to the European Energy Roadmap 2050 (Mueller and Dornmair, 2017), the EU intends to reduce

greenhouse gas emissions by 85-90% by 2050. As a consequence, the integration of an increasing number of distributed
Renewable Energy Sources (RES) into energy supply systems is becoming a reality, resulting in significant adjustments
in how the electric grid is structured. The conventional top-down flow of electricity, with large power plants covering
all power demand, is gradually shifting to a more decentralized system in which energy is created and stored at the
end-user level (Javid et al., 2021). This advancement creates new market opportunities for end-users to actively offer
services supplied by generation components and flexible loads. This shift reflects the impetus for establishing a local
energy market (LEM) in a specific location. LEMs allow interlinked energy customers, producers, and prosumers to
trade energy on a market platform with a predefined price mechanism (Bremdal et al., 2017). Discrete double auctions
are a typical pricing technique used for this reason.

However, the application of LEM necessitates the use of cutting-edge information and communication technology
(ICT). As an emerging ICT, blockchain provides new potential for decentralized market architectures. It has the
potential to deliver the transparent and user-friendly tools that are required for the customers to engage in the
energy consumption process (Mengelkamp et al., 2018b). Blockchain-based LEMs leverage the Distributed Ledger
Technologies (DLTs) and blockchain as the underlying information and communication technology, as well as smart
contracts, to balance future supply and demand and settle transactions. As a result, in a blockchain-based LEM, a
central body that regulates the market is redundant. The potential benefits of such blockchain-enabled LEMs include
balancing energy production and consumption in local grids, reduced energy costs for consumers, freedom of choice
and less power line losses.

The remainder of this paper is organized as follows: Section 2 presents the contributions and motivations of the
paper. Section 3 provides a state of the art analysis focusing on current energy market mechanisms, the prospects of
blockchain technology in energy markets and the description of interesting projects that can be considered for effective
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implementation. Section 4 discusses the theoretical formulation of the proposed decentralized energymarket, providing
also a detailed description of the implementation. Section 5 presents a pilot-based deployment of the decentralized
energy market, in order to evaluate the proposed solution. Finally, Section 6 discusses on possible improvements and
extensions that can be implemented in future versions of the presented solution and Section 7 concludes this work.

2. Motivation and contribution
Despite widespread academic interest in the integration of blockchain into energy markets, the actual adoption

of this technology in the context of LEMs shows a lack of proper validation of the performance of such solutions in
real pilot-based scenarios. Previous research has concentrated on market feasibility (Blom, 2018; Mengelkamp et al.,
2017; Yin et al., 2021), but a real deployment of a blockchain-based LEM has to be analyzed carefully considering all
the implementation aspects, like installing the application on affordable devices, which typically have poor hardware
resources but can be installed in the cabinets where the meters are located. As an example, authors in Yin et al. (2021)
present an interesting usage of blockchain in the microgrids field but showing results based on simulations without
testing the approach in a pilot case study. Instead, as stated in Singh et al. (2020) the adoption of blockchain technology
implies the evaluation of significant issues, such as the aspects related to scalability and performance, which have
meaningful importance from the implementation point of view.

In this context, our work aims to bridge this knowledge gap (i.e. between implementation and pilot-based validation
of blockchain application in LEMs) by providing a LEM based on the usage of a sidechain solution, which is basically
a blockchain technology tailored for internet of things (IoT) applications, and carefully considering its technical
feasibility through a pilot based deployment and evaluation scenario. As stated in Singh et al. (2020), the sidechain
adoption in the blockchain field has to be still exhaustively investigated, both from the theoretical and the empirical
point of view. More specifically, the contributions of our work are summarized below:

• We provide an overview of the fundamental principles of blockchain, discussing the different layers and
emphasizing on sidechains approach.

• We present related work and review the main blockchain platforms suitable to be used in applications related to
peer to peer (P2P) energy markets.

• We present a theoretical formulation of a LEM mechanism which promotes overall self-consumption and
maximizes the market’s participants welfare, by reducing the costs for the consumers and increasing the revenues
of producers/suppliers.

• In addition to the above-mentioned LEM, we also introduce a local power market, adopting the same price
formation mechanism introduced for the LEM.

• We propose and implement a decentralized energy market based on blockchain using the Cosmos framework,
developing a sidechain application written in the Go programming language.

• We demonstrate our proposition in a real pilot scenario. Specifically, the developed application was deployed on
embedded devices in a test pilot located in Southern Switzerland.

• Finally, the sustainability of the proposed blockchain-based LEM evaluated by analyzing the resources required
by the sidechain to run. Additionally, possible improvements and extensions that can be implemented in the
future are provided.

3. State of the Art
In this section a state of the art analysis is provided, focusing on current energy market mechanisms and the

prospects of blockchain technology in energy markets.
3.1. Energy market mechanisms

Since 2007, the European Union (EU) has proposed in September 2020 to raise the 2030 Greenhouse Gas Emission
(GHGE) reduction target, including emissions and removals, to at least 55% compared to 1990. Based on the 2030
targets, 32% of the energy consumed should be produced from Renewable Energy Sources (RES) and at least 32.5%
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improvement in energy efficiency should take place. Several researchers stress technical innovation as a facilitator of
energy sharing, trading, and balancing in LEM, complementingmarket liberalization. Several studies for trading locally
produced energy between prosumers utilizing energy markets have been presented in the literature (Esmat et al., 2021;
Azim et al., 2021). Others advocate a hybrid approach of auction and negotiation to encourage the balance of demand
and supply (Xu et al., 2021). Additionally, authors in Zhang et al. (2018) proposes a four-layered framework for P2P
energy trade, in which energy trading is simulated using game theory, while Khorasany et al. (2019) addresses technical
elements of energy trading in a local community by proposing two indicators to distribute power loss attribution to
each transaction. Another key factor is the requirement for forward energy trading, such as in a day-ahead market.
Authors in Tushar et al. (2019) consider forward and real-time energy contracts, however it should be emphasized
that the study is applicable only when there is a single customer. It is worth noting that the majority of the studies
on LEM present in the literature, can be categorized based on the theoretical framework used to model the market.
As reviewed in Tushar et al. (2020), the main frameworks are a) game theory, (b) auction theory, (c) constrained
optimization, which are more often interlinked with blockchain related topics. Game theory is a mathematical tool
for analyzing the operational decision-making process of a group of people in a competitive scenario in which one
person’s action depends on and influences the actions of others. Different authors have designed market rules using a
game theoretic framework, describing the problem as a non-cooperative game. The underling concept in game theory
and mechanism design is that, if the right amount and type of incentives are given, rational prosumers will decide to
cooperate. Most of the studies historically focused on the class of direct mechanisms implementable in a centralized
way, due to the fact that one of the most celebrated outcomes of mechanism design, the revelation principle, states that
any implementable social choice function can be implemented by a direct mechanism. Belonging to this class are the
well known Vickrey-Clarke-Groves (VCG) mechanisms Makowski and Ostroy (1987); Clarke (1971); Vickrey (1961).
The VCG has many teoretical theoretical properties, among which being weakly budget-balanced and strategy-proof.
Anyway, this mechanism requires to solve n2 optimization problems, where n is the number of agents. Moreover, when
trying to distribute strategy-proof mechanisms as VCG, dominant strategy equilibrium can not be guaranteed anymore
Noam et al. (2007). Authoritative work on decentralized mechanism have been carried out in the contest of algorithmic
game theory Noam et al. (2007). The ex-post implementations of VCG has been theoretically studied in Parkes and
Shneidman (2004), where design principles are presented. Notable work has been done in Petcu et al. (2008) trying to
reuse parts of the redundant computation of distributed VCGsmechanisms. In Poolla et al. (2017) a VCGmechanism is
adopted to model a virtual inertia market. In Paccagnan et al. (2016) conditions are given for the uniqueness of a VNE
in terms of monotonicity of the game map, in presence of coupling constraints. A similar description using monotone
operators is provided in Belgioioso and Grammatico (2018). We have used this solution concept, and building on our
previous work presented in Nespoli et al. (2018), in this paper we present a simple price formation scheme which is
guarantee to converge to a unique NE, as explained in section 4.1.
3.2. Blockchain for energy markets

Blockchain technology provides new potential to regulate, secure, and automatically improve energy transactions
between producers and consumers without using a centralized mediator (i.e. supplier). As a result of this paradigm,
a blockchain is now a viable tool for consuming and transferring energy within a LEM. In the following subsections,
an overview of the blockchain technology is presented, followed by related work in this area of study and finally, the
main blockchain platforms suitable for energy applications are reviewed.
3.2.1. Conceptual Background

Ablockchain is a digital data structure, a shared and distributed database that maintains an ever-expanding ledger of
transactions sequentially, creating a chain of blocks (Yang et al., 2018). The data structure is a ledger that may include
digital transactions, data records, owner-ships etc. In Singh et al. (2020) the authors stated how blockchain adoption still
has to front crucial challenges, such as constraints related to scalability and performance, which have to be particularly
taken into account in IoT applications like LEM. More in detail, the scalability aspects mainly relate to the number of
transactions required by a LEM to operate and to their velocity to be performed (Siriwardena, 2017). In a typical IoT
application, a blockchain framework has to support continuous and fast management of many transactions; moreover,
scalability also has an economic aspect related to the transactions costs. Along with the elements mentioned above, the
hardware resources needed by a blockchain to operate efficiently can be a critical bottleneck: IoT applications often
run on machines without significant resources, which blockchain applications usually require, especially in terms of
memory usage. In order to manage these aspects, innovative solutions, called second-layer approaches, emerged in the
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last years. As stated in Ha�d et al. (2020), they can be divided into two main categories: state channels and sidechains.
State channels are typically used to manage secure and fast o�-chain micropayments. Indeed, for this reason they
are commonly known as payment channels. Basically, they enable transactions among users by exchanging veri�ed
messages across a separated (but linked) channel from a layer-one blockchain. Only in the event of a disagreement
authenticated claims are sent to the parent chain, which decides the settlement of the con�ict (Gudgeon et al., 2020).
The latter approach is signi�cantly di�erent from the payment channels. Indeed, a sidechain is basically a secondary
blockchain with its consensus mechanism linked to a parent chain. Sidechains validate their transactions and therefore
remove part of the strain o� the parent chain. Besides, data (e.g. tokens) can be transferred between a parent chain and
a sidechain (Back et al., 2014; Singh et al., 2020). While state channels are currently a technology strongly specialized
in managing a speci�c �eld (i.e. the tokens micropayments), a sidechain has a more generic approach. It can be used
to build custom solutions, taking into account any data, not necessarily tokens. Thus, this technology is promising to
be suitable in LEM management.

3.2.2. Related Work
Several technologies and approaches for designing and implementing energy and sustainability platforms have been

proposed in the literature. As many platforms involve energy trading among actors of di�erent goals and priorities,
various technical topics must be addressed to the architecture and deployment, methods for �exibility estimation and
market clearing, and others. There are several studies in the literature that propose the use of blockchain technology
for example in P2P energy trading. For instance, in study Ho�mann (2019), a game-theoretic approach for the demand
side management model that incorporates storage components is suggested, and blockchain technology is applied
for e�ciency and trustworthiness. Additionally, Brooklyn microgrid is the �rst applied engineering program of energy
blockchain in the world (Mengelkamp et al., 2018a). The whole project is based on P2P energy trading with blockchain
and does not need third party-traditional electricity utility company. Brooklyn microgrid proves blockchain can really be
used in practical P2P electricity trading. Moreover, the authors of Li et al. (2019) proposed a decentralized on-demand
energy supply architecture for miners in the IoT network, using microgrids to provide renewable energy for mining in
the IoT devices. On the other hand, with the development and popularization of smart city and electric vehicles (EVs),
in order to cope with the current situation of the high volume of EV integration, the authors of study Liu et al. (2019),
with the aim to allow users to actively participate in the energy exchange process, propose a P2P Electricity Blockchain
Trading (P2PEBT) network, based on the existing electric vehicle charging and discharging schemes in the smart grid.
An important aspect for both academia and the industry is the cyber-physical security of the infrastructure of battery
energy storage systems (BESS). Towards this direction, the authors in Mhaisen et al. (2019) presented a distributed
smart-contract based BESS control approach to allow secure operation and stable consensus between the cyber and
physical world.

3.2.3. Blockchain and SidechainPlatforms
Energy Web Foundation:

The Energy Web Foundation (EWF)1 is a global, non-pro�t organization that is speeding the transition to a low-
carbon, consumer-oriented energy system by leveraging blockchain and decentralized technologies. EWF focuses
on technology integration and development, co-creation of standards and architectures, accelerating adoption, and
community engagement. EWF introduced the Energy Web Chain (EW-Chain) in mid-2019, the world's �rst enterprise-
grade, open-source blockchain platform suited to the industry's regulatory, operational, and market requirements. It is
characterized as a fundamental blockchain for the energy sector on which any number of apps for diverse use cases may
operate (e. g. energy trading, renewable energy certi�cates, electric vehicle charging, grid �exibility services)2. EWF
also provides two test networks to promote research, innovation and development in the energy blockchain space.
Speci�cally, Tobalaba, EWF's beta test network, is a sandbox environment for development and evaluation, while
Volta, EWF's pre-production staging network, is used for testing improvements to the production EW-Chain client.
Tobalaba was the initial version of the EW-Chain test network, which has been operational since 2017. However, as of
June 2019, EWF no longer actively supports Tobalaba. EWF highly advises developers and researchers to use either
the Volta test network or the commercial EW-Chain3.

1https://www.energyweb.org/
2https://bit.ly/3xjvcin
3https://www.energyweb.org/reports/the-energy-web-chain

D.S. L.N. E.K. M.T. L.K. V.M.: Preprint submitted to Elsevier Page 4 of 23



Deployment and Analysis of a Blockchain-based Local Energy Market

From a technological point of view, EWF decided to base EW-Chain on Ethereum4 technology, replacing its Proof
of Work (PoW) consensus algorithm, which is known to consume a signi�cant amount of energy to operate, with Proof
of Authority (PoA) mechanism.

Validators have the option of running the EW-Chain node on their hardware or a virtual machine/cloud computing
instance. The following hardware requirements are suggested by the EWF5: a) Multi-core x64 CPU (at least four
threads), b) 8GB RAM, c) Local SSD storage, 300 GB free capacity for blockchain, redundant in RAID-1 and d) 1
GBit NIC.

Cosmos:
The open-source Cosmos project6 is commonly referred to as the "Internet of Blockchains". It works much like the
Internet but connects blockchain systems instead of computer networks, and was designed to enhance blockchain
interoperability. It did this by addressing the communication and scalability challenges within blockchain technology.
By deploying robust inter-blockchain communication (IBC) protocols, Cosmos facilitates the transfer of data and
assets between blockchains. This process is handled seamlessly within the network, regardless of speci�c programming
language and architectural limitations.

Consequently, Cosmos is a network of several autonomous blockchains/sidechains known as zones. The Cosmos
Hub was the �rst zone to be implemented. The zones can communicate through the IBC protocol, which acts as a data
transfer protocol for blockchains. Thus, tokens may be exchanged safely and e�ciently from one zone to another
without the requirement for exchange liquidity across zones. Besides, all inter-zone token transactions are routed
through the Cosmos Hub, which maintains track of the total number of tokens owned by each zone. In addition, each
chain is not a�ected by eventual failures of other zones (Kwon and Buchman, 2019)

Tendermint7, a byzantine-fault-tolerant (BFT) algorithm based on Proof of Stake (PoS) mechanism, controls the
consensus among the nodes of a zone. Nodes in Tendermint have non-negative voting power, and nodes with positive
voting power are known as validators. Validators contribute to the consensus process by disseminating cryptographic
signatures, in order to reach an agreement on the next block. The protocol necessitates the use of a known set of
validators, each of which is recognized by their public key. Validators try to reach an agreement on one block at a time.
A block is a collection of transactions. Rounds of voting are used to reach a consensus on a block. Each round has a
round-leader, also known as the proposer, who proposes a block. The validators then vote on whether to approve or
reject the proposed block. A round's proposer is chosen deterministically from an ordered list of validators according
to their voting strength. Tendermint's consensus algorithm has a signi�cant advantage: it simpli�es light customer
security, making it an excellent choice for mobile and Internet-of-Things use cases (Kwon and Buchman, 2019).
Another important component of Cosmos blockchains is the Application Blockchain Interface (ABCI), which allows
the interaction between Tendermint, the consensus manager, and the application layer, where customized algorithms
and checkings related to transactions and queries can be implemented following the needings of the speci�c application.

Regarding the Cosmos hardware requirements, it is envisaged that minimal hardware speci�cations will be required
at �rst and that they may increase as network usage grows8.

Hyperledger:
In December 2015, the Linux Foundation (LF) founded the Hyperledger project9. Hyperledger was founded with the
goal of facilitating industry-wide collaboration in the development of high-performance and dependable blockchain
and distributed ledger-based technology frameworks that could be used across industries to improve the e�ciency,
performance, and transactions of various business processes. Hyperledger's architecture includes the following
essential components: a) The consensus layer, which is in charge of reaching an agreement on the order and verifying the
validity of the transactions within the network, b) The smart contract layer is in charge of processing transaction requests
and only authorizing transactions that are legitimate. c) P2P message transmission is handled by the communication
layer, d) Identity management services are required for preserving and con�rming user and system identities, as well
as creating trust on the blockchain, e) External programs and clients can interact with the blockchain through the API,
or application programming interface (Blummer et al., 2018).

4https://www.ethereum.org/
5https://energyweb.atlassian.net/wiki/spaces/EWF/pages/702546046/Installation+Specification+for+Validator+

Nodes
6https://cosmos.network/
7https://tendermint.com/
8https://github.com/cosmos/cosmos/blob/master/VALIDATORS_FAQ.md
9https://www.hyperledger.org/
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Table 1
Comparison of main blockchain platforms suitable to be used for P2P energy markets. Symbols and notes: '*' means
that currently Cosmos does not provide smart contracts but new projects are working towards that, among them
CosmWasm (https://cosmwasm.com ) and Ethermint (https://docs.ethermint.zone ). '**' means that signi�cant
hardware resources are not expected to be required in small Cosmos chains. However, resources usage is foreseen to
increase as the chain grows.

Blockchain
platform

Network
permission

Consensus
mechanism

Smart
contracts
support

Energy
consumption

Hardware
requirements

EWC Permissioned PoA Yes Low

Multi-core x64 CPU
(at-least 4 threads)
8 GB RAM
300 GB HDD

Hyperledger Permissioned
Pluggable, for example
Kafka for Fabric,
Redundant BFT for Indy

Yes Low Various

Cosmos Permission-less Tendermint (PoS) No (*) Low Minimal (**)

Stellar Permission-less
Stellar Consensus
Protocol (SCP)

Yes Low
3 GB RAM
20 GB HDD

Hyperledger's initiative includes a number of enterprise-ready permissioned blockchains, in which network
members are familiar with one another and so have a vested stake in the process of consensus. Under the Hyperledger
protocol, consensus methods are considered pluggable, enabling users to choose their preferred consensus algorithm
during deployment. In its initial version, the Hyperledger protocol included a BFT implementation based on the
Practical BFT (PBFT) protocol.

As it is stated above, Hyperledger provides a set of di�erent implementations, each one of them tangling di�erent
needs and requirements. Thus, Linux Foundation recommends di�erent hardware requirements for each one of their
supported implementations. As a reference, LF suggests to use machines with at least 4 GB RAM and 20GB HDD in
the training courses of Hyperledger10.

Stellar:
The Stellar open-source network launched in 2014, with a vision to �unlock the true power of modern digital economy
when value can �ow uncambered around the globe�. Stellar is referred to as a single network where all world's �nancial
systems could work together. Through Stellar, anyone is able to create, send and trade representations of all forms of
money while is faster, cheaper and more energy-e�cient than other well-known blockchain networks (e.g., Bitcoin,
Ethereum). The Stellar blockchain network is characterized as border-less, limitless, and powerful. Any participant
of the Stellar network can create a digital representation of traditional money (e.g., dollar), call it "dollar token", and
inform the network that, wherever someone sends a traditional dollar to him/her participant, he/she issues a �dollar
token� back to them. In case any participant sends back (to the issuer) a �dollar token�, then the �issuer� redeems
it for a traditional dollar in hisdeposit account. Similarly, through Stellar participants could issue representations of
various forms of money like euros, Bitcoin and almost everything (limitless). Stellar makes money border-less as any
participant in the network could trade digital tokens; however, hepleased worldwide within �ve seconds (powerful).

As mentioned above, Stellar is an open-source project. However, Stellar Development Foundation11, a non-pro�t
organization based in the U.S., is currently leading the development of the project. While the ability to issue and redeem
assets is one of its most powerful features, this project has its native token called lumen (XLM). XLMs are not mined
or awarded by the protocol as in other blockchains; indeed, 100 billion lumens created when the network was initially
deployed, and an annual 1% increase of this supply occurred during the �rst �ve years. Every transaction on the ledger

10https://training.linuxfoundation.org/cm/prep/docs/welcome_elearning_LFS272.pdf
11https://www.stellar.org
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incurs a small fee (i.e., lumens (XLM)), which also acts as a prevention mechanism to malicious users who may spam
the network (i.e., in case transactions were totally free).

The Stellar Consensus Protocol (SCP) introduces a new quorum-based Byzantine agreement protocol � Byzantine
Fault Tolerant (BFT) with open membership, meaning that everyone could join the Stellar network and issue
currency-backed digital tokens. Stellar's consensus mechanism is quorum-based and con�gurable consensus protocol,
characterized as fast and energy-e�cient. SCP is partially synchronous depending on a series of attempts called ballots
to reach consensus. Stellar nodes are veri�ed and updated every 5 seconds keeping the network synchronized.

Regarding the hardware resources usage, di�erent requirements are needed, as well as di�erent implementation
options exist. Basically, Stellar is a collection of Stellar Core nodes (i.e., the software that implements the SCP that: a)
Keep a common ledger of accounts and balances, b) Listen for incoming transactions, c) Agree to apply a valid set of
those transactions and update the ledger(using SCP). In the release of Horizon 2.0, two options are available to run: a
validator node or a horizon node. Speci�cally:

ˆ Validator node: Participates in consensus and improves network health and decentralization (these nodes can
vote for fundamental network changes)

ˆ Horizon node: Enables tracking of blockchain history, tracking of new events, accessing the current state of the
network, and submit transactions.

Unlike the previous state (before Horizon 2.0), the two options mentioned above demand fewer resources providing
more �exibility: a) 3GB of RAM, b) 20GB HDD. However, it is important to remark that if a node needs the entire
ledger history and not only a part of the transaction data, as in the more common cases, the required disk space is at
least 1 TB.

Following the above discussion regarding the corresponding blockchain platforms, in Table 1 a comparison between
the aforementioned projects is reported, taking into account network permission, consensus protocol, smart contracts
support, energy consumption and hardware requirements.

4. Decentralized energy market
Here we introduce the energy market formulation and its properties, and its suitability to be implemented exploiting

a blockchain-based architecture. One of the aim of the LEM mechanism is that it should enable di�erent actors, e.g.
Distribution System Operators (DSOs), aggregators, Balance Responsible Parties (BRPs), to exploit it to steer the
�exible user's �exibility and adapt it to their peculiar business cases, feeding incentives into the mechanism. We can
state this in a broad sense, as follows:

Our desired market outcome is to increase elasticity in the energy market, helping the energy transition
from centralized production to decentralized Renewable Energies (RE). The mechanisms should be able
to steer local �exibility at the will of a third party and reduce the variance of the prosumer's aggregated
power pro�le, in pseudo-real time.

As a result of variance reduction, the disturbances introduced by REs can be smoothed out. Since RE power production
is stochastic in nature, this can be done only if the market is cleared in pseudo-real time (e.g. every 15 minutes). Thus,
fast algorithms for coordination and for clearing the market are necessary. Given the last constraint, the market should
be cleared algorithmically, and any solution involving direct in�uence of prosumers will not be considered. Energy
markets can be categorized as explicit, where DSOs and users can trade �exibility through bilateral trades or double
auction markets, or implicit, where the DSOs or aggregators can indirectly in�uence the local prices. An explicit energy
market can be formulated in two ways:

1. Through a double auction market. This requires the collection of �exibility request and availability and the
computation of the equilibrium cost for the traded �exibility. Unfortunately, the de�nition of �exibility itself is
non-trivial, mining the foundation of this method. In fact, the current de�nition of �exibility relies on the use of
forecasters to assess the change in end users' demand. If market participants have to provide their own energy
forecasts (which is reasonable since they can use private information which increases the forecasts accuracy), the
�exibility computation would be prone to exploitations from the market participants side, as well as collusion. For
example, one participant can place a bid with low marginal price (cts/kWh) for reducing its energy consumption,
that will be under the equilibrium price, that will be accepted after the market is cleared. Then he/she must reduce
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its own consumption in the next step, w.r.t. the one that he/she has previously declared/forecasted. There is no
way for the Local Flexibility Market Operator (LFMO) to verify that the declaration was truthful, besides running
its own forecasts on the energy produced/consumed by this particular agent.

2. Through an iterative price discovery mechanism. The DSO progressively increases the compensation for
�exibility (in cts/kWh) until its needs are satis�ed. Also, this approach relies on the de�nition of �exibility
and on the initial declaration of market participants on their energy production/consumption, and is prone to
collusions. E.g.: market participants can collude to initially falsely declare two times the consumption that they
forecast for the next 24 hours, and wait for the DSO to increase remuneration for �exibility (for reducing the
consumption) up to the business-as-usual energy price. They then accept the bid, consume half of the declared
energy (which was exactly what they foreseen they would have consumed in the �rst place) and, as a result, they
zero their energy costs.

To avoid these kinds of issues, we opt for an implicit market, where the remuneration for �exibility is set by the DSO
in a non-iterative way (which means without requiring the interaction of other market participants). Since agents do
not in�uence the �nal remuneration price for �exibility, it is harder for them (virtually impossible) to steer the price
in their favour, or colluding. The implicit setting still allows the DSO to have a private model for the response of the
market participants to di�erent values of the �exibility price.

4.1. Local Energy Market
The goal of the local energy market is to maximize its welfare, by reducing the costs for the consumers and

increasing the revenues of producers/suppliers. At the same time, the following conditions should be met:

ˆ A fair redistribution of money among the market players, according to their contribution to the market's intended
outcome, must be guaranteed

ˆ The market must induce a variance reduction in the aggregated power pro�le

ˆ The market must be compatible with the current legal energy billing framework, considering both produced and
consumed energy in a given timeslot

As anticipated, the market must induce an increase of self-consumption at local level, while steering the overall power
pro�le at will of third parties. In the following, we describe the proposed market mechanisms which meet the above
requirements. We propose a market mechanism which is based on dynamic prices with functional dependence on the
instantaneously produced or consumed energy inside the local grid. This kind of price formation mechanisms is also
known as Automated Market Making mechanism (AMM). AMMs encourage passive market participants with low
time preference to lend their digital assets to asset pools (Angeris and Chitra, 2020). The assets are then priced via a
scoring rule which maps the current pool sizes to a marginal price. The use of AMMs is recently gaining popularity
in decentralized �nance applications, especially for smart contracts and cryptocurrency trades. While order book
mechanisms are the dominant medium of exchange of electronic assets in traditional �nance, they are challenging
to use within a smart contract environment. The size of the state needed by an order book to represent the set of
outstanding orders (e.g., passive liquidity) is large and extremely costly in the smart contract environment, where users
must pay for space and compute power utilized. Moreover, the matching logic for order books is often complicated as
it must often support several di�erent order types (Angeris et al., 2019). We de�ned the price formation mechanism
using extremely simple and interpretable rules:

ˆ The energy consumed / injected from / into the external grid shall be paid for as if the consumer / producer were
not part of the energy community

ˆ The energy consumed / produced internally to the EC is paid for / remunerated at a total price lower / higher than
the standard tari� of the energy supplier and DSO, with a discount proportional to the ratio of the total produced
and consumed energy

ˆ The self-consumed energy is equally split among the EC participants proportionally to their consumption and
production

ˆ The instantaneous buying and selling prices are dynamic, but for a given time slot they are the same for everyone
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(a) Buying and selling prices de�ned by the AMM in (1),
as a function of the GDI (2)

(b) Buying cost (in green) as a composition of the two sub-
cases in which the LEM is a net energy importer (orange) or
net energy exporter (blue). The shape of the lines depends
on the �xed values of Ec,0 and Ep,0, but the �nal expression
is always convex.

Figure 1: Mechanism prices and convexity.

These rules generate the following dynamic prices:

pb =
�
Ecp

BAU
b * min. Ec; Ep/.pBAU

b * pLEM
b /

�
_Ec

ps =
�
EppBAU

s * min. Ec; Ep/.pLEM
s * pBAU

s /
�

_Ep

(1)

wherepb and ps are the buying and selling prices generated by the AMM,Ec and Ep are the sum of the energy
consumed and produced inside the energy community, whilepBAU

b , pBAU
s , pLEM

b andpLEM
s are the buying and selling

prices in the Business as Usual (BAU) case and inside the energy community. In such a pricing con�guration, peers
clearly pro�t from the di�erence in price between BAU and LEM, but the community administrator also earns money
when energy is self-consumed inside the community. It is important to notice that the LEM tari� is applied only to
the energy produced by the members of the community. As a consequence, it is also in the administrator interest to
maximize self-consumption (no con�icting interests between peers and community admin). We can show that the
proposed dynamic tari�s promote self consumption and reduce the overall power pro�le variance. We can intuitively
explain these e�ects by plotting the dynamic prices as a function of the grid dependence index, de�ned as:

GDI = . Ep * Ec/_.Ep + Ec/ (2)

The GDI de�nes how much the EC is dependent on the main grid, which provide the reservoir of negative or positive
energy. When the GDI is equal to 1, no one is consuming energy within the EC, while a GDI of -1 indicates that all
the agents are acting as consumers. As can be seen in �gure 1, the selling price for a net energy producer increases
as the GDI moves from 1 to 0, and then reaching a plateau. The same is seen for the buying price for a net consumer,
decreasing while the GDI shifts from �1 to 0, and getting constant thereafter. This means that the EC maximizes its
welfare when the GDI is 0, that is when the buying price is minimized while the selling price is maximized for the
agents. This means that the EC maximizes its welfare when the self-consumption is maximized.

It can be shown that prices in (1) generate convex costs as a function of the agents' actions, and thus are amenable
to be jointly optimized in a distributed way, and furthermore they generate a unique variational Nash equilibrium as
stated in Nespoli et al. (2018). Let us consider the cost of the ith agent of consuming energy inside the LEM. If the
agent changes its consumptionei , it directly in�uencespb since its consumption is included inEc. Due to the presence
of the min operator, we must split thepb expression in two cases to study its convexity, namely the case in whichEp
is bigger or smaller thanEc. In the �rst case, the LEM is a net energy producer, and the ith agent's total costs can be
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expressed as (simplifying the above expression forpb):

ci = pbei

= pLEM
b ei

(3)

Which is linear; in the second case, the LEM is a net energy consumer, and the expression of pb reduces to:

ci = pbei

= pBAU
b ei * Ep;0

pBAU
b * pLEM

b

Ec;0 + ei

(4)

which is convex inei . HereEc;0 is the initial consumed energy of the LEM, before the in�uence of the ith agent;
similarly, Ep;0 is the produced energy before the production of the ith agent (in this case �xed at 0). Since the ith agent
can switch the LEM from being a net energy importer to being a net energy exporter, the two expressions must be
combined to study the overall convexity of the ith agent costs. Figure 1 depicts the combination of the two expressions.
We �xed Ec;0 andEp;0 to 1 and 5 kWh respectively, and spanned the consumptionei of the ith agent from 0 to 10
kWh, so that the LEM passes from a net energy producer to a net energy consumer in the graph. The blue line shows
the linear price which generates in the case the LEM was a net energy producer, the orange one the one if the LEM
was a net energy consumer, and the dashed green line is the true cost. As the true cost is the maximum of two convex
expressions, it is also convex due to convexity rule of composite convex functions. A similar reasoning can be done for
the case in which the agent is a producer, and we can reach to the same conclusion. Thus, the costs function is convex
with respect to the agents' actions.

4.2. Local Power Market
In addition to the LEM, we also introduce a Local Power Market (LPM). To implement the LPM we chose to adopt

the same AMM-besed price formation mechanism introduced for the LEM. The AMM power-based price of the LPM
can be expressed as:

ppt = �E (5)

whereE is the total energy produced/consumed by all the market participants. The cost for useri then becomes:

cpt;i = �Ee i (6)

which can be thought as a quadratic cost on the ith user's energy consumption/production, sinceE =
³

i ei . In practice,
the mechanism introduces a bonus malus component to the energy tari�, depending on the sign of the ith user power
pro�le: if the ith user help in �attening the overall poer pro�le (i.e., the sign ofei is di�erent from the sign ofE),
he/she will receive a bonus; a malus applies for the converse. The LPM tari�s are an additional cost that can be sum
to the usual energy tari�, and can be seen as a grid tari�. Depending on the signs ofE andei , the LFM cost can
be positive or negative, representing a punishment or a reward in helping to �atten the power pro�le. Despite being a
reward for some users, we can show that this mechanism always produces a net surplus, which can be managed by the
LFM operator:

Total pt cost=
É

i

�
pptei

�
=

É

i

�
�Ee i

�

= �E
É

i

�
ej

�
= �

L
É

i

�
ej

�
M2

g 0
(7)

4.3. Analysis of points of strength and criticalities
We can sum up the proposed mechanism points of strength:

ˆ high clearing time and scalability: this is due to the use of a AMM formulation, which only requires one shot
communication to perform the price formation and settle the market.
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ˆ clarity and explainability: contrary to other price formation schemes, like VCG or Shapley values, the price
formation scheme can be simply explained and translate to simple rules.

ˆ compatibility with legal framework: the power tari� scheme generate a price which is equal for all the members
of the community. This is compatible with the fairness principles embraced by energy regulators. This opposes
for example to price schemes in which members of an energy community pay more based on the congestion
levels in their own feeder.

ˆ existence of an optimal solution: due to the convexity of the price functions, the mechanism can be optimally
solved using distributed algorithms, as explained in Nespoli et al. (2018). As shown in Nespoli and Medici
(2018), the computational complexity scales favorably with the number of members and even with the number
of levels, should the market be solved in a hierarchical setting, compared to the quadratic cost of solving a VCG
mechanism.

The downside of the proposed mechanism can be summarized in the following points:

ˆ the mechanism is not budget balance, that is, some economic value is not redistributed to the community
members. However, our mechanism returns this surplus to the community admin, in order to cover the
management costs of the community. Furthermore, this surplus can be tuned by changing the parameters of
the mechanism, in particularpLEM

b andpLEM
s .

ˆ the mechanism do not allow to directly take into account grid constraints, as done for example in Nespoli et al.
(2018), where Lagrangian duality is used to respect grid constraints using a linearized formulation for the power
�ow equations. However, this would again results in di�erent prices for di�erent users, depending on their
location inside the electric grid, which doesn't produce fair pricing.

4.3.1. Dealing with uncertainties
The member of the community can chose to coordinate with each other to reach the unique NE of the mechanism, by

solving a distributed optimization problem. This can be done using a distributed algorithm such as the preconditioned
forward backward algorithm or the alternating direction method of multipliers, as explained in Nespoli et al. (2018).
Furthermore, the problem can be solved considering the uncertainty related to the future power consumption and
production of the community members, by adopting a standard framework for optimal stochastic control, for example
using chance constraint Farina et al. (2015), scenario based optimization Cala�ore et al. (2011) or multistage stochastic
programming Gröwe-Kuska and Römisch (2005).

4.4. Implementation
Considering the state-of-the-art analysis reported in Section 3.2.3, we selected the Cosmos project to implement

the markets described in Sections 4.1 and 4.2. Essentially, the choice was due to one of the main aims of this work:
the sidechain deployment and operation on devices with poor hardware resources, as similar as possible to the smart
meters currently available on the market. The other technological solutions described in Section 3.2.3 are interesting but
require signi�cant resources, especially in terms of memory and disk usage, as reported in Table 1. As a consequence,
we decided not to take into account them. Besides, the Cosmos team provide a meaningful amount of documentation
that we found very helpful during the development.
Thus, a Cosmos zone, which is basically a sidechain, was developed using the Go programming language. Under
an operational point of view, a Cosmos application is constituted by two software, in the following calledMMD and
MMCLI, which run in parallel on each node of the sidechain. The former is basically the maintainer of the chain. Indeed,
it manages the consensus mechanism, the node connections, the transactions and queries actions and performs custom
controls and calculations on the data. While the consensus and the network managements are demanded to libraries
already developed by the Cosmos team (e.g. the consensus mechanism is based on the Tendermint algorithm), the
controls and calculations mentioned above are customized for the application purposes (e.g. the management of P2P
energy markets) and act as smart contracts (e.g. the sidechain can check if a node is allowed to perform a speci�c
transaction). In addition,MMCLI software manages the interface betweenMMD and the other components running on
the same machine of the node. The interface is guaranteed exposing a local REST API. Consequently, usingMMCLI
a node can try to perform transactions or queries sending the proper requests to the API. As described in Section 3.2.3
the interaction between the two sidechain applications is provided by the Cosmos ABCI protocol. Figure 2 depicts
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how the two Cosmos software interact in a node. Thus, a generic HTTP client running on a machine node can use the
MMCLI REST interface to try to save on the chain a dataset (e.g. the energy consumption for a speci�c time interval).
If the controls implemented inMMD allows the operation, then the transaction is e�ectively performed.

Figure 2: MMD and MMCLI interactions on a node, the controls and calculations in theMMD act as smart contracts in
the sidechain

In the sidechain developed to implement the markets described in Sections 4.1 and 4.2, each node corresponds to
a Cosmos account, which owns a wallet with a certain amount of tokens, called Energy Community Token (ECT).
The ECT amounts of the node are periodically updated when a set of LEM is closed and, in case of need, has to be
increased by the related user. A node can be a generic prosumer or the markets administrator, in the following called
Admin. This node refers to the market actor, typically the DSO, that de�nes the remunerations parameters as explained
in Section 4 and, more in general, represents the interface between the community of the prosumers and the grid.
Figure 3 shows how the LEM and LPM e�ectively operate in the sidechain, considering as a reference a network
composed of four nodes,Admin, N1, N2 andN3 and markets solved periodically every month. The �rst node is the
aforementioned administrator; the other nodes are the prosumers. Thus, the management of the markets depicted in
Figure 3 is de�ned by the following three phases: initialization, playing and solving. Typically, at the beginning of
the month the market is initialized byAdmin. Thus, the parameters needed by the application to solve the markets are
stored in the sidechain. In the second phase, every �fteen minutes the prosumers save on the chain the data related to
the energy consumption and production of the related quarter of an hour. Finally, at the end of the periodAdminsolves
the markets for all the �fteen minutes slots.

As aforementioned explained, the markets operations reported in Figure have to be performed on the sidechain
using theMMCLI REST interface, as depicted in Figure 2. Consequently, in the presented case, a Python application
was developed to periodically perform the requests related to the transactions reported in Figure 3 in each node of the
sidechain. Table 2 reports the REST requests provided by theMMCLI REST to manage the markets.

The queries and the transactions related to the requests shown in Table 2 are then e�ectively performed, according
to the customized controls and calculations reported in Figure 2, on the custom data structure de�ned in theMMD
application. As the custom controls act as the logic of a smart contract in a Cosmos chain, the data structures can be
seen as the data management part. They are reported in the following list:

ˆ Set of the market parameters (MP)

ˆ List of the allowed meters (AM)

ˆ Markets Ledger (ML)

MP contains the parameters related to the operations of the markets belonging to a period as de�ned in Figure 3.
In addition, a state of the markets is maintained inMP to de�ne if the markets of a period have been solved or not.MP

D.S. L.N. E.K. M.T. L.K. V.M.: Preprint submitted to Elsevier Page 12 of 23



Deployment and Analysis of a Blockchain-based Local Energy Market

Figure 3: Example of energy markets operations on a monthly basis (the connected gray boxes represent the blocks
constituting the sidechain where the energy markets data are stored)

Table 2
MMCLI REST interface

Request Type
getMetersList GET
getMarketParameters GET
getEnergyMeasure GET
getTotalEnergy GET
addMeterFromList POST
removeMeterFromList POST
setMarketParameters POST
setEnergyMeasure POST
solveMarkets POST

can be edited usingsetMarketParametersPOST request and read withgetMarketParametersGET. Typically, at the
beginning of the period when a speci�c set of parameters is activated,Adminstores on the sidechain the correspondent
parameters as shown in Figure 3, where a monthly basis is taken into account. Besides, the prosumers can read the
parameters set. This level of access is required to permit the nodes to check the balance updates performed byAdmin.
The following Golang code reports the de�nitions of the parameters belonging toMP and de�ned in Sections 4.1 and
4.2.

type Parameters struct {
// Start ing t imestamp
TsStart int ` json :" tsStart " `
// End t imestamp
TsEnd int ` json :" tsEnd " `
// Coeff ic ient for the power tari f fs
Beta f loat64 ` json :" beta " `
// Business as usual buying price from the DSO
PBuyBAU float64 ` json :" pBuyBAU "`
// Business as usual sel l ing price to the DSO
PSellBAU float64 ` json :" pSel lBAU "`
// Local energy markets internal buying price
PBuyLEM float64 ` json :" pBuyLEM "`
// Local energy markets internal sel l ing price
PSel lLEM float64 ` json :" pSel lLEM "`
// State of the energy markets belonging to period
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// [ TsStart - TsEnd ] (0: NOT SOLVED ; 1: SOLVED )
marketsState int ` json :" marketsState " `

}

Similarly toMP, Adminnode also manages theAM, which contains the identi�ers of the prosumers allowed to play the
markets thank toaddMeterFromListandremoveMeterFromListPOST requests. According to the components of the
sidechain, theAdminnode updates the list, adding or deleting prosumers and, consequently, has full access toAM. Each
element of the list is composed of two identi�ers: the former is the Cosmos account of the node, the latter an identi�er
of the certi�ed smart meter owned by the prosumer (e.g. the serial number). Thanks toMP, only the prosumers whose
meters are contained in the list can access the sidechain inserting data inML. Besides, a prosumer can partially access
AM to audit it with getMetersListrequest. More precisely, a prosumer can access the meters identi�ers but not the
Cosmos accounts to enhance privacy preservation. For example,N1reads the meters identi�ers ofN2andN3and can
check if the other nodes are e�ectively using certi�ed meters. It is important to remark that the certi�cation auditing
currently implemented is prototypal. Others components, typically o�-chain oracles, are currently needed to have a
real audit of the certi�cation of an electrical device. Section 6 describes a possible approach that can be developed to
perform a blockchain-based audit in the Cosmos framework. The following Golang code reports the de�nition of an
element ofAM.

type MsgCreateMeterAccount struct {
Meter str ing ` json :" meter "  yaml :" meter " `
Account sdk . AccAddress ` json :" account "  yaml :" account " `

}

While MP andAM are used to de�ne the parameters and the actors allowed in the markets,ML contains all the
measurements related to the energy consumption and production of the prosumers for each temporal slot of �fteen
minutes as reported in Figure 3. Thus, each prosumer can insert data inML usingsetEnergyMeasurerequest but is
not allowed to read the data saved by the other to preserve privacy. Besides, it can operate a query returning the total
consumption and production of the energy community performing agetTotalEnergy. Indeed, the sidechain provides
a custom functionality that calculates the whole community consumption and production for each time slot of �fteen
minutes. Thus, a prosumer can audit the market solutions performed byAdminwithout having access to the other users
data. Instead,Adminhas simple read-only access toML usingsetEnergyMeasurerequest, needed to be able to solve
the energy markets correctly. The following Golang code reports the de�nition of an element ofML.

type MsgSetMeasure struct {
TsStart int ` json :" tsStart " `
TsEnd int ` json :" tsEnd " `
Signal str ing ` json :" signal " `
MeterId str ing ` json :" meterId " `
Value str ing ` json :" value " `

}

Besides, each component of the sidechain has its wallet, managed using the o�cialbankmodule included in the
Cosmos SDK12. After the expiration of period de�ned in theMP data set, theAdminnode solves the related markets
performing asolveMarketsrequest. Thus, the sidechain updates the ECT balances in the wallets of all the nodes
considering the data saved inML andMP and the formulations de�ned in Sections 4.1 and 4.2 in the just-�nished
period, as shown in Figure 3. OncesolveMarketsrequest has been performed for a period, then the related state de�ned
in MP register is set as solved and no one will be able to run again the markets solution for this period. It is important
to remark how any node is allowed to solve the market viasolveMarkets. In our implementation we have con�gured
Adminnode to run the request, but any node can perform it.
Algorithm 1 reports in pseudocode how two markets are solved every 30 minutes in a sidechain constituted by two
prosumers with a simpli�ed set of parameters if compared to the aforementionedMP. In order to ease the notation, we
denoted the set of market's parameters as� =

�
pBAU

b = 21; pBAU
s = 6; pLEM

b = 16; pLEM
s = 9; � = 0

�
.

In line 3-6 the admin receives the measures of the energy consumed and produced by each meter,ec and ep,
respectively. In line 7, the admin aggregate the measurements, and computes the total consumed and produced energy,
Ec andEp. These are needed to compute the buying and selling prices inside the community,pb andps, which is
done in line 8, based on equations 1. Since in this case the� parameter is zero, no power tari� costs are added to the

12https://github.com/cosmos/cosmos-sdk/
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Algorithm 1: Markets solution (ec represents energy consumption data,ep energy production of each meter,
while Ec andEp are the aggregated energy consumed and produced by all the community's meters,Mxx the
timestamp when the computation is performed)

Input: market parameters�
�
pBAU

b = 21; pBAU
s = 6; pLEM

b = 16; pLEM
s = 9; � = 0

�

1 M00: AdminperformssetMarketParameters(� /
2 marketsState:= 0
3 M15: N1 performs setEnergyMeasure
4 (ec[00-14] : 2 :5kW h; ep[00-14] : 0kW h)
5 M15: N2 performs setEnergyMeasure
6 (ec[00-14] : 0kW h; ep[00-14] : 1 :4kW h)
7 M16: Admin performs solveMarkets request; Ec = 2:5kW h; Ep = 1:4kW h
8 pb.�; E c; Ep/ = 18:2ECT_kW h; ps.�; E c; Ep/ = 9ECT_kW h
9 wallet .N 1/ ™-45:5ECT; wallet .N 2/ ™+12:6ECT

10 wallet .Admin/ ™ *1 :1 � pBAU
b + 45:5 * 12 :6 = +9:78ECT

11 marketsState:= 1

(a)Adminnode (b) Prosumer node

Figure 4: Allowances implemented in the sidechain

participants, whose walltes balances are updated, in line 9. Finally, the admin's wallet receive a positive amount of
ECT, which are the di�erence of the payment he own to the DSO and the sum of internal payments.

Figure 4 summarizes the access allowances of the two di�erent actors in the data sets mentioned above. The
complete lines represent full access to the sidechain data, i.e. the node can perform both transactions and queries
on it. Instead, the dashed lines refer to read-only access. From a general point of view, as transactions are used to store
data on the sidechain, queries are needed to download data from it. In the presented implementation, queries have
signi�cant importance in terms of auditing. Indeed, regarding the prosumers the GET requests reported in Table 2
refer to queries that can be used to check if a markets solution is correct (getMarketParameters, getTotalEnergy) or if
certi�ed meters are used by the other prosumers (getMetersList).

4.5. Privacy management
The adoption of blockchain technology usually poses signi�cant problems related to privacy preservation. More

in detail, any transaction performed on a blockchain is immutable and distributed to any network node constituting
the chain. Consequently, the storing of potentially private data on a blockchain has to be considered carefully. In the
sidechain described in Section 4.4 the stored private data are substantially the Cosmos accounts and the meter identi�ers
as reported in Figure 4. As regards the Cosmos accounts, they implement the typical pseudonymization approach used
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in blockchain-based solutions. They do not reveal the real identities of the sidechain components, being this link not
stored on the sidechain. On the other hand, a correspondence between the accounts mentioned above and the identi�ers
of the meters collecting the electrical signals is needed by the application to operate correctly, represented in Figure
4 by AM component. To avoid accesses toAM violating the prosumers privacy, di�erent levels of allowances were
implemented in the sidechain as explained in Section 4.4.
In the presented solution, the meter identi�ers inAM list are accessible from all the sidechain components to audit
them. More precisely, each identi�erAM has to correspond to a meter certi�ed by a manufacturer. Periodically, each
prosumer can control if all the identi�ers relate to certi�ed meters checking the list. On the other hand, this usage of
the meters identi�ers poses a privacy problem. Indeed, the identi�er is directly linked to a real device installed in a
cabinet (e.g. the meter serial number) and, consequently, is private information. Nevertheless, we decided to maintain
this data on the sidechain to allow the meters to audit the network components.
It is important to remark how a pseudonymization approach that completely preserves privacy can be easily developed
in the presented application. To implement this approach,AM list mentioned above and shown in Figure 4 has to be
moved o� the chain and locally managed byAdminnode. Besides, the identi�ers used inML have to be pseudonyms
saved in the aforementioned o�-chain list. Obviously, this strategy, whereby no private data are saved on the chain,
entails that the prosumer nodes cannot audit the meters certi�cation and, consequently, an higher level of security must
be assured by theAdminnode. Figure 5 depicts this approach.

Figure 5: Implementation of pseudonymization strategy:AM is managed o�-chain byAdmin node

5. Deployment on test pilot
In this section we describe the deployment of the application presented in Section 4 in the Lugaggia Innovation

Community (LIC) pilot.

5.1. LIC pilot
The LIC pilot13 is located in Lugaggia, a small village near Lugano in Southern Switzerland. In a part of the

municipality, an energy community has been created with the collaboration of AEM14, the local DSO. The energy
community consists of 18 residential houses and a kindergarten. Four houses are equipped with photovoltaic systems
installed on the roof, for a total nominal power of 37 kWp. A 27 kWp photovoltaic system and a battery with a capacity
of 60 kWh are installed in the kindergarten.
Each end-user corresponds to a sidechain node, associated with a single point of delivery, which is equipped with
a smart meter. Besides, a Strato Pi CM15, a compact industrial PC based on the Raspberry Pi Compute Module, is
connected to each of the smart meters via an optical USB port.
The Strato Pi CM board is based on a Raspberry CM16. The Raspberry CM combines computational power and
easiness to use of the Raspberry Pi, i.e. a complete Linux operating system based on an ARM v8 platform, with the
high reliability and service continuity of an industrial PC. This is achieved, in particular, thanks to the absence of an

13https://lic.energy
14https://aemsa.ch
15https://www.sferalabs.cc/strato-pi-cm
16https://www.raspberrypi.org/products/compute-module-3
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Table 3
Strato main features

CPU 4 ARMv8 64-bit 1.2GHz
RAM 1 GB
DISK 32 GB
OS Raspbian GNU/Linux 9 (Stretch)

SD card, which is substituted with a much more robust internal eMMC Flash, and thanks to the presence of a hardware
watchdog. Lab tests were conducted to verify the stability of the system against sudden power outages. All the devices
always restarted the operating systems without problems. Table 3 summarizes the main features of the Strato devices
installed in the Lugaggia pilot.

Figure 6: Physical node and node connection

Figure 6 shows a Strato installation in a Lugaggia cabinet. The Strato is in the red rectangle, and it is connected to
the smart meter (green rectangle) via an optical USB reader (violet circle). The Internet connectivity is guaranteed by
a USB dongle (blue rectangle), that provides a 4G data mobile connection.
On the Strato, a Python application gathering electrical signals (e.g. active and reactive power, current, voltage, etc.)
from the smart meter is continuously running and can be used to store the energy consumption and production of each
prosumer on the sidechain as described in Section 4.4. All the data are acquired with a time resolution of 5 seconds.

5.2. Deployed sidechain
The Cosmos application described in Section 4 was deployed on the LIC Strato devices. A single market is played

every quarter of an hour, while the overall solutions are calculated every month as depicted in Figure 3. Figure 6 shows
the structure of the sidechain network where application data are stored. The light blue circles represent nodes without
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